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Identity Theft
By John Chapman, B.A.

Employees and employers are worried about it ... for good reason. ldentity theft is the
fastest growing crime in America. According to the Department of Justice, revenue from
this crime has surpassed drug trafficking. It has been the #1 complaint for eight
straight years with the Federal Trade Commission, which has estimated that 25% of
American families fall victim each year.

While identity theft is often considered a financial crime involving mostly credit cards,
the truth is far different. Credit card identity theft comprises merely 28% of the picture.
Other forms include Social Security, Driver’s License, Criminal, and Medical identity
theft. Some of the common impacts are listed below, the majority of which often ne-
cessitate the involvement of attorneys and licensed investigators in order for the victim
to fully restore their identity:

*Depleted bank accounts *False Arrest

*Inaccurate credit score *Terrorism
*Inaccurate DMV record *Loan Denial
*Inaccurate background checks *IRS Issues
*Inaccurate medical profile *Reputation
*Cancelled Insurance *Collections

*Increased Insurance Rates *Legal Expenses

While opinions of the average financial cost per victim range from $1,500 - $6,000,
the most profound impact is the time individuals spend attempting to restore their
identity - over 600 hours! The majority of this time must be taken during normal busi-
ness hours, becoming an absenteeism and productivity issue for the employer - and
much more. PrivacyRights.org cites numerous studies in which the emotional impact of
identity theft has been found to parallel that of violent crime. An LSK study showed that
employees with identity theft and other legal problems are absent five times more than
average, use their medical benefits four times more than average, use sick leave twice
as often, and experience a substantial reduction in their productivity.

More than 127 million records were breached in 2007, but data breaches are merely
one way information can be compromised. According to a Michigan State University
study, 51%-76% of identity theft originates in the workplace, normally due to employee
error, not intent. A Computerworld study cites that administrative errors were responsi-
ble for 61% of data breach incidents. Employee training, a comprehensive written pol-
icy, and the appropriate electronic and physical safeguards can greatly reduce an em-
ployer’s overall risk. (Continued on page 2)
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Identity theft

Liability and compliance are also significant con-
cerns for businesses. Laws such as FACTA, HIPAA,
Gramm-Leach-Bliley, and the new Red Flag Rules
require many businesses to implement specific pol-
icy and training safeguards designed to better pro-
tect and manage sensitive information. Regardless
of whether these safeguards are required for your
business is somewhat moot given today’s litigious
culture. According to CIO magazine: “If you experi-
ence a security breach, 20% of your affected cus-
tomers will no longer do business with you, 40% will
consider ending the relationship, and 5% will be hir-
ing lawyers.”

There are many steps all businesses can and should
do to reduce risk. Performing these steps will dem-
onstrate to law enforcement, your clients, custom-
ers, and employees that your company is taking all
reasonable steps to combat this issue. Some of the
main steps, culled from the FTC publication Protect-
ing Personal Information: A Guide for Business and
other sources, include the following:

Appoint an Information Security Officer (or up-
date the scope of this position)

Implement a comprehensive Sensitive Informa-
tion Policy

Create a culture of security by implementing a
regular schedule of employee training

Ask every employee to sign an agreement to
follow your company’s confidentiality and
security standards for handling sensitive
data

Have a mitigation plan or program in place

Medical practices are major targets for identity theft
due to the volume of sensitive information present
(both physically and electronically) such as Social
Security numbers, dates of birth, financial, insur-
ance, and of course medical information. In fact,
medical identity theft is considered the fastest grow-
ing aspect of this crime. For a detailed analysis of
medical identity theft, | would strongly recommend
AHIMA'’s July 2008 practice brief entitled “Mitigating
Medical Identity Theft” available via www.ahima.org.

Implementing identity theft safeguards does not
need to be an expense. Several companies, includ-
ing ours, will provide the training and documentation
needed to assist your compliance and due diligence
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efforts at little or no charge.

Article provided by:
John Chapman, B.A., CITRMS, CMGMA Affiliate

johnchapman@tbg-usa.com / 1-877-FRAUD-47

John is a Certified Identity Theft Risk Management
Specialist with TBG Fraud Solutions, providing
complimentary identity theft employee training,
documentation, and mitigation solutions to Colo-
rado medical practices and businesses nationwide.
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Try these tips to save time

Need to run a tighter ship so you can have a little

more leisure time? The days that’'s a pretty common

problem and goal. People work more hours and are
spread pretty thin. But don’t despair. Here are a few
time management tips from Worklifebalance.com’s

(www.worklifebalance.com) CEO Jim Bird:

e Use a daily planner. Electronic or paper, it
doesn’t matter. Choose one that gives you at
least one page per day, and then make sure you
always keep it with you. Jot down your commit-
ments as you go.

o Get rid of your to-do list. Why? To-do lists often
end up being frustrating and futile, something
you never quite get to. Instead, take your to-do
list before you toss it out and transfer the items
to a particular time and day in your daily plan-
ner. You'll be amazed at how much your stress
level goes down and how much you accomplish
when you do this.

o Set aside a block time to return phone calls
and answer e-mails. Choosing early morning to
this is often best since the other person will
have the rest of the day to respond. Of course,
urgent messages and phone calls should be
returned in a timely manner.

¢  When talking on the phone or in face-to face
conversations, give the other person your full
attention. Don’t page through your e-mail in-box
or fill out your daily planner when you're talking
to some. Make sure that your communication is
clear and focused, which will reduce the need
for clarification and other time-wasters in the
future. Don’t multitask when you deal with peo-
ple. It never pays off.

This article is provided courtesy of the February

2008 edition of First Draft which allows reprint

permission to licensed subscribers.
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Redirecting Our Focus
Editorial By Rudy Drautz, CMM

Over the course of the past eight
years we have had to react to what
has been going around us with a
feeling that there is little that we
could do.

As we reflect on what has taken
place we can conclude that our fate
is in the hands of others who know
little about practicing medicine. This
has been made more evident with
the occurrences of the past six to
seven months.

In December 2007 and January
2008 we once again were hopeful
that we would not see cuts in the
Medicare rates as had been
planned. In January 2008, we were
relieved a bit when we once again
escaped a cut but learned that it
was to be just until July 1, 2008. In
late June of this year many of us
were called to action to make phone
calls to our Senators and Congres-
sional Representatives to muster
their support for HR 6331. At the
last hour the Bill passed the House
but fell two votes short in Congress.
After the recess, Congress reconsid-
ered the bill and it passed only to
have President Bush veto it. It re-
turned to both chambers of Con-
gress where the veto was overrid-
den. As a result, reimbursement
rates are frozen for the remainder of
2008 and will increase 1.1 percent
in 2009.

Closer to home, we faced lawmak-
ers’ attempts to raise the cap on
non-economic damages in civil suits
by 50 percent. If passed, the bill
[S.B. 164] would have made it possi-
ble for large jury awards that, in turn,
would have significantly raised mal-
practice insurance and other health
care costs.
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Again, through the efforts of the
Colorado Medical Society and our
own El Paso County Medical Soci-
ety who collectively called us to
voice our concerns to lawmakers,
the bill was defeated.

Medical offices continue to be
hostages to Insurance companies.
They tell us what we have to do to
get paid [referrals, pre-
certifications, when and where the
care can be provided, who can
provide the care, how long and
under what conditions the care is
to be provided, on and on], how
long it will be until we get paid,
and what we can and cannot do
when it comes to the contract. It
appears that they know more
about how to practice medicine
than we do.

So what can we do? Continue to
be pawns in what appears to be a
game of chess or begin using our
energy in a positive way to come
up with ideas to turn this trend
around. Perhaps this is a topic for
us to consider at our Breakfast
Club meetings?

In battle and in sports, we often
hear the analogy “that a good de-
fense is a great offense.” Let us
be part of an initiative to redirect
our focus toward being in control
of providing great health care!

“Quotes for inspiration”
On compassion

The whole idea of compassion is
based on a keen awareness of the
interdependence of all these living
beings, which are all part of one
another, and all involved in one
another.

——Thomas Merton
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How to succeed as a leader

When you’re a leader you need a
set of guiding principles. Here
are some suggestions from Alan
Gregerman in Lessons from the
Sandbox:

e If you want magic, you have
to remember that leaders
create the context in which
real magic happens.

e You, as a leader, are the
person who get’s everyone’s
attention.

e It's your responsibility to
capture the imagination.

e You are the one who has to
give everyone their part to
play — and the guidance
and encouragement to ac-
complish what needs to be
done.

o  While you're expected to be
decisive, it's important not
to take yourself too seri-
ously.

This article is reprinted with
permission from the
November 2007 of First Draft
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President’s Point of
View

The Commonwealth Fund, a private charitable foundation that works to promote a better performing health
care system, released its 2008 scorecard on the performance of the US health care system a few weeks ago.
The 100-point scorecard measures 37 indicators including health outcomes, quality, access, and efficiency.

Of the 19 industrialized nations included in the scorecard, the US ranked 1stin health care spending, and
19t overall, scoring a dismal 65 out of 100. Just 2 weeks ago, a Harris poll revealed that 82% of the adults
polled felt that the US health care system needs “fundamental change or complete rebuilding”.

Even though it's an election year, no one candidate can move these kinds of mountains. It will take consider-
able effort from all health care stakeholders—patients, employers, providers, insurers, and the government—
to effect change. And, change is sorely needed. Our current system is unsustainable.

On the list of health care stakeholders, we fill 4 of the 5 roles. Sure, we provide care, but we are also pa-
tients, employers, and voters. Even so, can we do anything significant to improve the situation?

The first step in fixing a problem is admitting there is a problem. As providers, it’s time to take a close look at
the efficiency of our organizations. Is there duplication and waste? Have we built obstacles into our work-
flow that impede access to care? How do we collect information and disseminate it? If we continue doing
things the way we’ve always done them, should we be surprised when we continue to get the same results?

As patients, do we accept responsibility for our own actions? Not smoking, avoiding alcohol and recreational
drugs, exercising, eating a healthy diet, and taking safety measures—these are all within our control.

As employers, do we offer health insurance, help fund HSAs, provide wellness benefits, and encourage our
employees to maintain healthy lifestyles?

And, as voters, do we exercise our right to vote and be heard? Our legislators need our input—we are their
eyes and ears within the system. Our state and local medical societies, specialty societies, and professional
associations have their fingers on the pulse of our health care delivery system and are wonderful resources
for health care managers. And, as health care managers, our grassroots efforts guide these organizations to
better represent our patients’ interests and the interests of our providers.

Educate yourself about the issues and become part of the solution. If you don’t, who will?

Carpe diem,
Janet
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PIKES PEAK PAHCOM MEMBER LIST

Pikes Peak PAHCOM proudly recognizes
its members and its corporate sponsors.

Welcome to our newest member: Celine
Ruiz, Women'’s Associates, PC. We're
pleased to have you join us!

We extend our sincere gratitude for the
confidence renewing members have
placed in this association by referring
new members. Our Chapter is success-
ful because of you.

Debbie Adams, Dr. Laura Feldman,
DO,PC
Julie Ballweber, Cardiodiagnostics of
Colorado Springs

Cathy Bandt, Associates in Women'’s
Care

Candia Beethe, Centennial Health
Judy Boesen, Colorado Otolaryngology
Associates

Vicky Bonato, Colorado Springs Internal
Medicine

Kathy Bosche, CMM, Colorado Hearing &
Balance

Patti Boughton, Oak Springs Family
Medicine
Jae Brinkmeier, Peak Gastroenterology
Tracie Broome, Colorado Springs Neuro-
logical Associates
Janet Burch, CMM, Pikes Peak Nephrol-
ogy Associates

Maureen Butner, Premier General Sur-
geons
Josephine Canales, Evenstar Internal
Medicine, P.C.

Debbie Carlson, CMM, Women'’s Associ-
ates

Linda Cisco, RN, Interventional Pain
Mgmt

Gina Crenshaw, Blue Skies Center for
Women

Rudy Drautz, CMM, The Surgery Center
at Printers Park

Debbie Garrett, Colorado Springs Ortho-
paedic Group

Donita Garris, Accelerated Recovery
Specialists

Christine Hall, CMM, Colorado Springs
Orthopaedic Group
Ashleigh Hayden, Colorado Springs Imag-
ing

Darcy Hernandez, CMM, Pikes Peak
Nephrology Associates

Anne-Marie Hofland, Pikes Peak
Cardiology

Georgene Holcomb, Colorado Cen-
ter for Otolaryngology

Cindy Holdt, Pikes Peak Cardiology-
Sharma Holst, CMM, Colorado
Springs Orthopaedic Group

Ellen Howell, Skin Cancer & Derma-
tology Center

Mary Howell, MVMG/Pediatric Spec.
Stephen Johanns, CMM, Infectious
Disease Specialists

Terri Kehr, TK Med Billing & Consult-
ing

Susan Kindell, Colorado Hand Cen-
ter

Melanie Kinlaw, CMM, MVMG/
Family Practice

Claudia Kirkman, RN, Mtn View
Medical Group

Robyn Kitowski, Children’s Eye Cntr
Heather Leaper, Mountain View
Medical Group

Kay Lee, Blue Skies Center for
Women

Amanda Lyons, CMM, Summit Der-
matology

Veronica Maes, Cardiodiagnostics of
Colorado Springs

Gina Magistrelli, Iron Horse Pediat-
rics

Carrie Maraspini, Pikes Peak Ne-
phrology Associates

Ellen McMahon, Center Pointe Fam-
ily Medicine

Stacy Michel, Colorado Springs OB/
GYN, PC .
Kathryn Neil, Front Range Endo
Center

Vickie Newman, Colorado Springs
Imaging

Susan Ogden, CMM, Printers Park
OB/GYN

Carol Peterson, Colorado Springs
Neurological Associates

Bridget Pieffer, CMM, Iron Horse
Pediatrics

John Rienstra, Pikes Peak Physical
Medicine

Sandra Robben-Weber, St. Luke’s
Eye Care & Laser Ctr

Celine Ruiz, Women’s Associates,
PC

Betty Smith, CMM, Dr. Steven Murk,
MD, PC

Diana Somerville, Memorial
Health System Pathology

AJ Stephenson, Assoc in Gastro &
Endo Center

Trish Stuckert, Academic Neurol-
ogy & Headache Center

Mark Sutton, Premier Back Reha-
bilitation (Pueblo)

Rosa Tellez, CMM, Dr. Ron Pelton,
MD

Lori Trivelli, CMM, Colorado
Springs Senior Medicine

Valerie Velasquez, Women’s Asso-
ciates, PC

Joy Wade, Gerald Hamstra, DO
Meg Wagner, Southern Colorado
Vascular Surgery

Amy Wark, Pikes Peak Cardiology
Rich West, Front Range Orthopae-
dics

Karen Wheeland, RN, Andrew R.
Ellias, D.O., P.C.

Arlene Zimmerman, CMC, Colorado
Springs Family Practice.

*

Together we can reach great
heights. Il

If you know of others who would
benefit by being a member of
Pikes Peak Professional Associa-
tion of Health Care Office Manage-
ment invite them to one of our
meetings.
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PPPAHCOM SPONSORS

Sincere thanks to all of our Corporate
Sponsors whose sponsorship allows us
to bring quality programs to our
PPPAHCOM members.

Our newest sponsors are Reeves, Riggs,

and Brenner, LLC, and Sierra Commer-
cial Real Estate, Inc

GOLD SPONSORS

Benefit Resources,Inc

Jeff Ahrens

320 S. Weber, CSC 80903

Phone 719-884-0700

Email: Jeff@Benefit-Resources.net
Colorado Hi-Tech Solutions

Brent Watson

2165 Hollow Brook Dr #40 CSC 80918
Phone: 719-264-1384

Email: brent@cohitech.com

Credit Services Co, Inc,

Julie Boots

390 Printers Parkway, CSC 80910
Phone: 719-634-3766

Email: julies@creditservicecompany.com

Elk Creek Tech Partners

Doug Wilson

3641 Star Ranch Rd, CSC 80906
Phone: 719-576-4122

Email: dwilson@elkcreekcomputers.com

Execpro Cost Systems

Mike Blais

8165 S. York Ct., Centennial, CO 80122
Phone: 303-596-3402

Email: mblais@execprocs.com
Memorial Health System

Danie Kooch

2420 E. Pikes Peak Ave CSC 80909
Phone: 719-365-5245

Email:
danie.kooch@memorilhealthsystem.com
Reeves, Riggs & Brenner, LLC
Robert Wilcox, CPA

1861 Austin Bluffs Parkway, #200
Colorado Springs, CO 80918

Phone: 719-264-8000

Email: rob@rrblic.com

Sierra Commercial Real Estate, Inc
Brian Wagner

102 S. Tejon St, # 759

Colorado Springs, CO 80903

Phone: 719-955-2000

Email: bwagner@sierracore.com
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GOLD SPONSORS

The Highland Group

Carolyn Baruch

14053 Linden St., Overland, KS 66224
Phone: 866-882-4552

Email: medmarket-
ing@highlandgrp.com

WSI Personnel Svc, Inc,

Trish Frandsen

5755 Mark Dabling Blvd, # 101 CSC
80919 Phone: 719-630-7500
Email: Trishf@wsijobs.com

SILVER SPONSORS

athenahealth, Inc

Kelly Utton

311 Arsenal St., Watertown, MA 02472
Phone: 303-831-6328

Email: kutton@athenahealth.com
Citadel Bank

Cheryl Murphy

730 Citadel Dr. E, CSC 80909
Phone: 719-597-0170

Email: cmurphy@citadelbank.com
Healthcare Realty Trust, Inc

Rob Huff

12295 Orack Blvd, #340 CSC 80921
Phone: 719-785-7919

Email: rhuff@healthcarerealty.com

Applecore Design, Inc.

Melanie Stahl

10 Boulder Crescent, #102 CSC 80903
Phone: 719-471-3666

Email: mel@applecoredesign.com
Aspen Resources Partners

Byron McCurdy

5526 N. Academy Blvd, # 206 CSC
80918 Phone: 719-260-7570

Email: Byron@aspenresource.com
Compass Bank

Mark White

2805 Dublin Blvd, CSC 80918

Phone: 719-272-6670

Email: mark.white@compassbank.com
Commercial Cleaning Technicians, Inc
Greg Willis

3522 N. Cascade Ave, CSC 80918
Phone: 719-633-2233

Email: cctpatti@msn.com

Craddock Columbine Realty Co.,LLC
Matt Craddock

37 E. Pikes Peak, 200, CSC 80903
Phone: 719-630-2233

Email: matt@craddockproperties.com
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Final Support, Inc.

Kathryn Yarborough

235 Northloop 820, #100, Hurst,
TX 76053

Phone: 817-282-0300

Email: kyarbor-
ough@finalsupport.com

Frontier Business Products

Lowell Vine

945 E. Fillmore St., CSC 80907
Phone: 719-630-8725

Email: fpblvine@vw-du.net

Hold the Phone

Bob Bosche

906 Ellston Ct., Ste B, CSC 80907
Phone: 719-235-7838

Email: bob@hold-phone.com

JP Morgan Chase Bank

Gwen Morgan

30 E. Pikes Peak Ave, CSC 80903
Phone: 719-227-6508

Email: gwen.r.morgan@chase.com
Med Systems of Denver, Inc.

Dirk Pallagi

7600 Johnson Dr., Frederick, CO
80504 Phone:720-374-8488
Email:
dirk.pallagi@schryvermedical.com
NurseCore of Colo Springs

Robin Fraser

5043 N. Academy Blvd, CSC
80918 Phone: 719-262-0300
Email: robinf@nursecore.net

Make an effort to support our
corporate sponsors. Most of
these sponsors were referred by
one of our members. Let others
know about their services!
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Sharing Knowledge in Health Care Management

PP PAHCOM News and Events

September 16—19, 2008

PAHCOM 20th Annual Conference in St. Louis, MO
PAHCOM celebrates its 20th birthday in St. Louis with
an impressive list of speakers and timely health care
management topics. It’s not too late to join the celebra-
tion. Visit www.pahcom.com for details.

Breakfast Club (no September meeting)

Memorial Administrative Center

We will not meet in September to allow members to
attend PAHCOM'’s annual conference. The schedule will
resume at 7am on the third Friday of the month begin-
ning in October.

October 2, 2008 5:30 p.m. to 7:00 p.m.

Annual Membership Drive

Memorial Administrative Center

Know someone who might benefit from continuing edu-
cation, networking, or certification? Share your secrets
of success and introduce them to PP PAHCOM at our
annual membership drive. Food and prizes provided.

October 28, 2008 7:30 a.m—4:30 p.m.

DoubleTree Hotel

Financial Management 101

Jennifer O’Brien, Karen Zupko & Associates

Save the date! This is one of our most popular work-
shops, whether you’re a rookie or seasoned veteran.
Watch for the conference brochure to be mailed in mid-
September.

November 19, 2008—8:00 a.m. to 10:00 a.m.
Legislative Update - Edie Sohn and Marilyn
Rissmiller with Colorado Medical Society.

Memorial Administrative Center

Join us as we try to make sense of 2008'’s legislative
impact and learn what'’s in store for 2009.

PEAK NEWS

WE’RE ON THE WEB!
WwwW.PIKESPEAKPAHCOM.COM
BE SURE TO VISIT THE MEMBERS ONLY
PAGE!

PP PAHCOM relies on several communication channels.
In addition to our web site, newsletters, and member e-
mails, we enjoy professional relationships with members
of the local and regional health care community. The El
Paso County Medical Society, Colorado Medical Society,
COPIC, Memorial Hospital, and MDNews have been espe-
cially generous with their resources in marketing our
events. To these very special friends, our heartfelt
thanks!
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Share The Knowledge

It is a known fact that PP PAHCOM managers are
creative. Each of us works diligently to make our
organizations more efficient, save time and money,
develop new business, and satisfy patients. There are
great health care management ideas out there, and we
want you to share what you’re doing.

Here’s the format. Include your name, your
organization’s name, and describe your management tip
in 300—500 words. Explain the issue or problem you
identified, the steps you took to resolve the issue or
problem, and the outcome of your actions. Submit your
completed tip in Word format to Editor,
pppahcomnews@aol.com, subject “ PP PAHCOM
Management Tip”.
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Submit your management tip to PP PAHCOM. If we
publish your tip, not only will your colleagues benefit from
your experience, you could win a $50 gift certificate!



